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Overview

This section describes how to use SFS.

After creating a file system, you cannot directly access the file system. Instead, you
need to mount the file system to ECSs.

Figure 1-1 shows the process for creating and mounting an SFS Turbo file system.

Figure 1-1 Process for using SFS Turbo

Start

The file system and the ECSs
where you mount the file system
must belong to the same VPC. If
no VPC is available, create one.

Create a VPC.

If no ECS is available, create

Create ECSs and add some and add them to the

them to the VPC.

VPC.
Create an SFS Turbo file Create a file system and add it
system. to the same VPC as the ECSs.

Mount the file system to
the ECSs.

End
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Make Preparations

Before using SFS, you need to make the following preparations:

e Registering a HUAWEI ID and Enabling Huawei Cloud Services
e Creating an IAM User

Registering a HUAWEI ID and Enabling Huawei Cloud Services

If you already have a HUAWEI ID, skip this part. To create a HUAWEI ID, do as
follows:

Visit www.huaweicloud.com/eu/ and click Sign Up.
2. On the displayed page, register an account as prompted.

After you have successfully registered, the system automatically redirects you
to your personal information page.

Creating an IAM User

If you want to allow multiple users to manage your resources without sharing
your password or private key, you can create users using IAM and grant
permissions to the users. These users can use specified login links and their own
accounts to access the public cloud and help you efficiently manage resources. You
can also set account security policies to ensure the security of these accounts and
reduce enterprise information security risks.

If you have registered with the public cloud but have not created an IAM user, you
can create a user on the IAM console. For example, to create an SFS administrator,
perform the following steps:

1. Enter your username and password to log in to the management console.

2. In the upper right corner of the page, hover the mouse over the username
and select Identity and Access Management.

3. In the navigation pane on the left, choose Users.
4. On the Users page, click Create User.
5. Enter user information on the Create User page.
- Username: Enter a username, for example, sfs_admin.

- Email Address: Email address of the IAM user. This parameter is
mandatory if the access type is specified as Set by user.
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-  (Optional) Mobile Number: Mobile number of the IAM user.

- (Optional) Description: Enter the description of the user, for example,
SFS administrator.

Select Management console access for Access Type and Set now for
Password. Enter a password and click Next.

(10 NOTE

An SFS administrator can log in to the management console and manage users. You
are advised to select Set now for Password Type when you create an SFS
administrator for your domain. If you create an SFS administrator for another user, you
are advised to select Set by user for Password Type instead so that the user can set
their own password.

(Optional) Add the user to the admin user group and click Create.

User group admin has all the operation permissions. If you want to grant
fine-grained permissions to IAM users, see Creating a User and Granting SFS
Permissions.

The user is displayed in the user list. You can click the IAM user login link to
log in to the console.

Issue 01 (2025-07-25)
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Create a File System

You can create a file system and mount it to multiple servers. Then the servers can
share this file system.

Prerequisites

1. Before creating an SFS Turbo, file system, ensure that a VPC is available.

If no VPC is available, create one by referring to section "Creating a VPC" in
the Virtual Private Cloud User Guide.

2. Before creating an SFS Turbo file system, ensure that ECSs are available and
are in the created VPC.

If no ECS is available, create an ECS by referring to "Creating an ECS" in the
Elastic Cloud Server User Guide.

Logging In to the Management Console

Step 1 Visit the Huawei Cloud website at www.huaweicloud.com/eu/.
Step 2 Register an account.

Before using SFS, you need to register a HUAWEI ID. This account can be used to
access all Huawei Cloud services, including SFS. If you already have an account,
start from Step 3.
In the upper right corner of the page, click Sign Up.
2. Complete the registration as instructed.
After you have successfully registered, the system automatically redirects you
to your personal information page.

Step 3 Log in to the management console.

1. In the upper right corner of the displayed page, click Console.
2. Enter the username and password as prompted, and click Sign In.

Step 4 After logging in to the management console, select the region where the service is
located from the drop-down list in the upper left corner of the page.

Step 5 Choose Storage > Scalable File Service to go to the SFS console.
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Step 6

Procedure

Step 1

Step 2
Step 3

It is recommended that you top up your account and subscribe to SFS so that the
service can be used properly. For details about how to purchase SFS, see How Do |
Purchase SFS?

--—-End

Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Choose Storage > Scalable File Service.

In the upper right corner of the page, click Create File System.

Configure the parameters. Table 3-1 describes the parameters.

Table 3-1 File system parameters

Parameter Description Remarks

Billing Mode | Mandatory -

Region Mandatory You are advised to select
the region where the

Region of the tenant. Select the )
servers reside.

region from the drop-down list in
the upper left corner of the page.

AZ Mandatory You are advised to select

A geographical area with an the AZ where the servers

independent network and an reside.
independent power supply.
Type Mandatory Select Standard.

The following types are supported: | NOTE .
Standard, Standard-Enhanced Once a file system is created,
(discontinued), Performance, its storage class cannot be

changed. If you want to
Performance-Enhanced change the storage class, you

(discontinued), 20 MB/s/TiB, 40 need to create another file
MB/s/TiB, 125 MB/s/TiB, 250 system. Therefore, you are
MB/s/TiB, 500 MB/s/TiB, and advised to plan the storage
1,000 MB/s/TiB. class carefully in advance.
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Parameter

Description

Remarks

Capacity

Maximum capacity allowed for a
single file system. When the used
capacity of a file system reaches
this value, no more data can be
written to the file system. You
need to expand the file system
capacity. The capacity of an SFS
Turbo file system cannot be
reduced. Set an appropriate file
system capacity based on your
service needs.

Supported ranges:
Supported ranges:

e Standard: 500 GB to 32
B

e Performance: 500 GB to
32TB

e Standard-Enhanced
(discontinued): 10 TB to
320 TB

e Performance-Enhanced
(discontinued): 10 TB to
320 TB

e 20 MB/s/TiB: 3.6 TB to 1
PB

e 40 MB/s/TiB: 1.2 TB to 1
PB

e 125 MB/s/TiB: 1.2 TB to
1PB

e 250 MB/s/TiB: 1.2 TB to
1 PB

e 500 MB/s/TiB: 1.2 TB to
1 PB

e 1,000 MB/s/TiB: 1.2 TB
to 1 PB

Protocol
Type

Mandatory

SFS Turbo supports NFS for file
system access.

The default value is NFS.

Bandwidth
(GB/s)

Defines the cache bandwidth,
which is recommended for
workloads with heavy reads and
infrequent writes. The higher the
bandwidth, the larger the capacity
required.

e If you select the 20
MB/s/TiB, 40 MB/s/TiB,
125 MB/s/TiB, 250 MB/s/
TiB, 500 MB/s/TiB, or
1,000 MB/s/TiB type, this
parameter and its value
will show up. Bandwidth
size = Capacity x
Bandwidth density (type
value).

e If you select the
Standard, Standard-
Enhanced, Performance,
or Performance-
Enhanced file system
type, this parameter will
not show up.
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Parameter

De

scription

Remarks

VPC

Mandatory
Select a VPC and its subnet.

NO

VPC: A server cannot access file
systems in a different VPC.
Select the VPC to which the
server belongs.

Subnet: A subnet is an IP
address range in a VPC. In a
VPC, a subnet segment must
be unique. A subnet provides
dedicated network resources
that are logically isolated from
other networks, improving
network security.

TE

Only one VPC can be added when
a file system is created. Multi-VPC
file sharing can be implemented
through VPC peering connection.
For details about VPC peering
connection, see section "VPC
Peering Connection" in Virtual
Private Cloud User Guide.

Issue 01 (2025-07-25)

Copyright © Huawei Technologies Co., Ltd.



Scalable File Service
Getting Started

3 Create a File System

firewall that provides secure
network access control policies for
file systems. You can define
different access rules for a security
group to protect the file systems
that are added to this security

group.
When creating an SFS Turbo file

system, you can select only one
security group.

You are advised to use an
independent security group for an
SFS Turbo file system to isolate it
from service nodes.

The security group rule
configuration affects the normal
access and use of SFS Turbo. For
details about how to configure a
security group rule, see section
"Adding a Security Group Rule" in
the Virtual Private Cloud User
Guide. After an SFS Turbo file
system is created, the system
automatically enables the security
group port required by the NFS
protocol in the SFS Turbo file
system. This ensures that the SFS
Turbo file system can be accessed
by your ECS and prevents file
system mounting failures. The
inbound ports required by the NFS
protocol are ports 111, 2049,
2051, 2052, and 20048. If you
need to change the enabled ports,
go to the VPC console, choose
Access Control > Security
Groups, locate the target security
group, and change the ports.

Parameter Description Remarks
Security Mandatory -
Group A security group is a virtual

Issue 01 (2025-07-25)
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Parameter

Description

Remarks

Encryption

Optional

Specifies whether a file system is
encrypted. You can create a file
system that is encrypted or not,
but you cannot change the
encryption attribute of an existing
file system. If Encryption is
selected, the following parameters
will be displayed:

e KMS key name
KMS key name is the identifier
of the key, and you can use
KMS key name to specify the
KMS key that is to be used for
encryption. Select an existing
key from the drop-down list, or
click View KMS List to create a
new key. For details, see in
the .

e KMS key ID
After you select a key name,
the system automatically
shows the key ID.

Enterprise
Project

This parameter is provided for
enterprise users. When creating a
file system, you can add the file
system to an existing enterprise
project.

An enterprise project is a cloud
resource management mode, in
which cloud resources and
members are centrally managed
by project. The default project is
default.

Select an enterprise project from
the drop-down list.

You can select only created
enterprise projects. To
create an enterprise project,
click in the upper right
corner of the console page.

Name

Mandatory

User-defined name of the file
system.

The name can contain only
letters, digits, and hyphens
(-). It must contain more
than four characters but no
more than 64 characters.

Step 4 Click Create Now.

Step 5 Confirm the file system information and click Submit.

Step 6 Complete the creation and go back to the file system list.

Issue 01 (2025-07-25)
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If the status of the created file system is Available, the file system is created
successfully. If the status is Creation failed, contact the administrator.

--—-End
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Mount a File System

4.1 Mounting an NFS File System to ECSs (Linux)
4.2 Mounting an NFS File System to ECSs (Windows)
4.3 Mounting an SFS Turbo File System to Windows
4.4 Mounting a File System Automatically

4.1 Mounting an NFS File System to ECSs (Linux)

Prerequisites

Constraints

After creating a file system, you need to mount the file system to servers so that
they can share the file system.

In this section, ECSs are used as example servers. Operations on BMSs are the
same as those on ECSs.

To use SFS Turbo as the storage backend for CCE, see Storage. Then complete the
deployment on the CCE console.

e You have checked the type of the operating system (OS) on each ECS.
Different OSs use different commands to install the NFS client.

e You have created a file system and have obtained the mount point of the file
system.

e At least one ECS is available.

(10 NOTE

This constraint only applies to local paths (mount points) and does not affect other files or
directories.

Metadata of the local paths (mount points) cannot be modified. Specifically, the
following operations cannot be performed on the local paths' metadata:

- touch: Update file access time and modification time.

- rm: Delete files or directories.
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Procedure

Step 1

Step 2

Step 3

- cp: Replicate files or directories.

- mv: Move files or directories.

- rename: Rename files or directories.

- chmod:Modify permissions on files or directories.
- chown: Change file or directory owners.

- chgrp: Change file or directory groups.

- ln: Create hard links.

- link: Create hard links.

- unlink: Delete hard links.

The atime, ctime, and mtime attributes of a local path (root directory of the
mount point) are the current time. So each time the root directory attribute is
queried, the current time of the server is returned.

Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Choose Compute > Elastic Cloud Server to go to the ECS console.

Log in to the ECS as user root.

(11 NOTE

If you log in to the ECS as a non-root user, see Mounting a File System to a Linux ECS as

a Non-root User.

Install the NFS client.
1. Install the NFS client.

a. Run the following command to check whether the NFS software package

is installed.

"  |n CentOS, Red Hat, Oracle Enterprise Linux, SUSE, EulerOS, Fedora,

or OpenSUSE:
rpm -qajgrep nfs

"  |n Debian or Ubuntu:
dpkg -l nfs-common
If no such command output is displayed, go to b.
" |n CentOS, Red Hat, EulerOS, Fedora, or Oracle Enterprise Linux:

libnfsidmap
nfs-utils

®  In SUSE or OpenSUSE:

nfsidmap
nfs-client

®  |n Debian or Ubuntu:
nfs-common

Issue 01 (2025-07-25) Copyright © Huawei Technologies Co., Ltd.
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Step 4

Step 5

b. Run the following command to install the NFS software package.

(11 NOTE

The following commands require that ECSs be connected to the Internet. Or, the
installation will fail.

" |n CentOS, Red Hat, EulerOS, Fedora, or Oracle Enterprise Linux:

sudo yum -y install nfs-utils

"  |n Debian or Ubuntu:
sudo apt-get install nfs-common

®  |n SUSE or OpenSUSE:
zypper install nfs-client

Run the following command to create a local path for mounting the file system:

mkdir Local path

(1 NOTE

If there is any resource, such as a disk, already mounted on the local path, create a new
path. (NFS clients do not refuse repeated mounts. If there are repeated mounts,
information of the last successful mount is displayed.)

Run the following command to mount the file system to the ECS that belongs to
the same VPC as the file system. Currently, the file system can be mounted to
Linux ECSs using NFSv3 only.

Table 4-1 describes the variables.

To mount an SFS Turbo file system, run the following command: mount -t nfs -o
vers=3,timeo=600,noresvport,nolock,tcp Mount point Local path

NOTICE

After a client ECS is restarted, it loses the file system mount information. You can
configure auto mount in the fstab file to ensure that the ECS automatically
mounts the file system when it restarts. For details, see 4.4 Mounting a File
System Automatically.

Table 4-1 Parameter description

Parameter Description

vers File system version. Only NFSv3 is supported currently, so the
value is fixed to 3.

timeo Waiting time before the NFS client retransmits a request. The
unit is 0.1 second. The recommended value is 600.
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Parameter

Description

noresvport

Whether the NFS client uses a new TCP port when a network
connection is re-established.

It is strongly recommended you use the noresvport option,
which ensures that your file system maintains uninterrupted
availability after a network reconnection or recovery.

lock/nolock

Whether to lock files on the server using the NLM protocol.
If nolock is selected, the lock is valid for applications on one
host. For applications on another host, the lock is invalid. The
recommended value is nolock. If this parameter is not
specified, lock is selected by default. In this case, other
servers cannot write data to the file system.

Mount point

The format for an SFS Turbo file system is File system IP
address./, for example, 192.168.0.0:/.

Local path

A local directory on the ECS used to mount the file system,
for example, /local_path.

For more mounting parameters for performance optimization during file system
mounting, see Table 4-2. Use commas (,) to separate parameters. The following
command is an example:

mount -t nfs -o

vers=3,timeo=600,nolock,rsize=1048576,wsize=1048576,hard,retrans=3,noresv
port,ro,async,noatime,nodiratime Mount point Local path

Table 4-2 Parameters for file system mounting

Parameter

Description

rsize

Maximum number of bytes that can be read from the server
each time. The actual data is less than or equal to the value
of this parameter. The value of rsize must be a positive
integer that is a multiple of 1024. If the entered value is
smaller than 1024, the value is automatically set to 4096. If
the entered value is greater than 1048576, the value is
automatically set to 1048576. By default, the setting is
performed after the negotiation between the server and the
client.

You are advised to set this parameter to the maximum value
1048576.
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Parameter

Description

wsize

Maximum number of bytes that can be written to the server
each time. The actual data is less than or equal to the value
of this parameter. The value of wsize must be a positive
integer that is a multiple of 1024. If the entered value is
smaller than 1024, the value is automatically set to 4096. If
the entered value is greater than 1048576, the value is
automatically set to 1048576. By default, the setting is
performed after the negotiation between the server and the
client.

You are advised to set this parameter to the maximum value
1048576.

soft/hard

soft indicates that a file system is mounted in soft mount
mode. In this mode, if an NFS request times out, the client
returns an error to the invoking program. hard indicates that
a file system is mounted in hard mount mode. In this mode,
if the NFS request times out, the client continues to request
until the request is successful.

The default value is hard.

retrans

Number of retransmission times before the client returns an
error. Recommended value: 1

ro/rw

e ro: indicates that the file system is mounted as read-only.

e rw: indicates that the file system is mounted as read/
write.

The default value is rw. If this parameter is not specified, the
file system will be mounted as read/write.

noresvport

Whether the NFS client uses a new TCP port when a network
connection is re-established.

It is strongly recommended you use the noresvport option,
which ensures that your file system maintains uninterrupted
availability after a network reconnection or recovery.

sync/async

sync indicates that data is written to the server immediately.
async indicates that data is first written to the cache before
being written to the server.

Synchronous write requires that an NFS server returns a
success message only after all data is written to the server,
which brings long latency. The recommended value is async.

noatime

If you do not need to record the file access time, set this
parameter. This prevents overheads caused by access time
modification during frequent access.

nodiratime

If you do not need to record the directory access time, set
this parameter. This prevents overheads caused by access
time modification during frequent access.

Issue 01 (2025-07-25)
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Step 6

Step 7

(11 NOTE

You are advised to use the default values for the parameters without usage
recommendations.

Run the following command to view the mounted file system:
mount -1

If the command output contains the following information, the file system has

been mounted.
Mount point on /local_path type nfs (rw,vers=3,timeo=600,nolock,addr=)

After the file system is mounted successfully, access the file system on the ECSs to
read or write data.

If the mounting fails or times out, rectify the fault by referring to
Troubleshooting.

(11 NOTE

The maximum size of a file that can be written to an SFS Turbo file system is 32 TB, and
that for an SFS Turbo Enhanced file system is 320 TB.

--—-End

4.2 Mounting an NFS File System to ECSs (Windows)

Prerequisites

Procedure

Step 1

Step 2
Step 3

After creating a file system, you need to mount the file system to servers so that
they can share the file system.

This section uses Windows Server 2012 as the example OS to describe how to
mount an NFS file system. For other versions, perform the steps based on the
actual situation.

In this section, ECSs are used as example servers. Operations on BMSs are the
same as those on ECSs.

e You have created a file system and have obtained the mount point of the file
system.

e At least one ECS that is in the same VPC as the file system is available.

Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Choose Compute > Elastic Cloud Server to go to the ECS console.

On the ECS console, log in to the ECS running Windows Server 2012.
Install the NFS client.

1. Click Server Manager in the lower left corner. The Server Manager window
is displayed, as shown in Figure 4-1.
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Figure 4-1 Server Manager

" DaShbDard _ ‘ Manage Tools  View

¥ Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o o Configure this local server
BE File and Storage Services B -

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW

4 Create a server group

5 Connect this server to cloud servi

Hide

LEARMN MORE
<| mn HE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1 v

2. Click Add Roles and Features. See Figure 4-2.

Figure 4-2 Wizard for adding roles and features
= Add Roles and Features Wizard - | o [

Before you begin

This wizard helps you install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of yeur organization, such as sharing documents, or
Installation Type hasting a website.

Before You Begin

Server Selection X

To remove roles, role services, or features:
Server Roles Start the Remove Roles and Features Wizard
ReatiiEs Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

3. Click Next as prompted. On the Server Roles page, select Server for NFS, as
shown in Figure 4-3.
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Figure 4-3 Selecting the server for NFS

=] Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server,

Installation Type

Roles Deseription

~ File and i5CSI Services provides
technologies that help you manage
file servers and storage, reduce disk
space utilization, replicate and cache
files to branch offices, move or fail
over a file share to another cluster
node, and share files by using the
NFS protocol.

4 [H] File and Storage Services (2 of 12 installed)
PRMCIRFile and iSCSI Services (1 of 11 installed]

w| File Server (Installed
[] BranchCache for Network Files
[1 Data Deduplication
[[] DFS Namespaces
[ DFS Replication
[1 File Server Resource Manager
[] File Server ¥S3 Agent Service
[] i5CSI Target Server
[1 iscsl Target Storage Provider (VDS and VSE
L] Work Folders

| Storage Services (Installed

< Previous Next » Cancel

4. Click Next. In the Features page, select Client for NFS and click Next, as
shown in Figure 4-4. Confirm the settings and then click Install. If you install
the NFS client for the first time, after the installation is complete, restart the

client and log in to the ECS again as prompted.

Figure 4-4 Selecting the NFS client

e

Select features

Before You Begin
Installation Type

Server Selection ‘

Server Roles I
Features L

Confirmation

Add Roles and Features Wizard

Features

[®] MET Framework 3.5 Features (1 of 3 installed)
[®] MET Framework 4.5 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

[ BitLacker Netwark Unlock

[] BranchCache

Client for NFS|
Data Center Bridgin
ging
[] Direct Play

[] Enhanced Storage

[ Failover Clustering
[[] Group Policy Management
[] 1S Hostable Web Core

[] Ink and Handwriting Services

Step 4 Modify the NFS transfer protocol.

Select one or more features to install on the selected server.

Description

Client for NFS enables this computer
to access files on UNIX-based NFS
servers. When installed, you can
configure a computer to connect to
UNIX NFS shares that allow
ANONYMOUS 3CCESS,

Cancel

Install

1. Choose Control Panel > System and Security > Administrative Tools >
Services for Network File System (NFS), as shown in Figure 4-5.
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2.

Figure 4-5 Administrative tools

AN A L Shortcut Toals
File Home Share View Manage hd 0
+T «« All Control Panel lterns » Administrative Tools v & | | Search Administrative Tools L |
X Favorites Mame - Date modified Type Size Rl
Bl Desktop | Terminal Services 8/22/2013 23:39 File folder
8 Downloads [31- Component Services 8/22/2013 14:57 Shartcut 2KB
"] Recent places @ Computer Management 8/22/2013 14:54 Shortcut 2KB
[## Defragment and Optimize Drives 8/22/2013 14:47 Shortcut 2KE
1% This PC (8t Event Viewer 8/22/2013 14:55 Shortcut 2KB
fak, iSCS! Initiator 8/22/2013 1457 Shortcut 2KB
€ Network [ Local Security Policy 8/22/2013 14:54 Shorteut 2KB
[# Microsoft Azure Services 11/22/2014 9:46 Shortcut 2KB
ODBC Data Sources (32-bit) 8/22/2013 T:56 Shortcut 2KB =
ODBC Data Sources (64-bit) 8/22/2013 14:59 Shortcut 2KB
@ Performance Monitor 8/22/2013 1452 Shortcut 2KB
@ Rescurce Monitor 8/22/2013 14:52 Shortcut 2KB
|f‘ Security Configuration Wizard 8/22/2013 14:45 Shortcut 2KE
(35 Server Manager 8/22/2013 1455 Shortcut 2KB
EE‘ Services for Network File System (NFm 8/22/2013 15:00 Shortcut 2KB
(2l Services 8/22/2013 14:54 Shortcut 2KE
(5 System Configuration 8/22/2013 14:53 Shortcut 2KB
(7l System Information 8/22/2013 14:53 Shorteut 2KB ||
@ Task Scheduler 8/22/2013 14:55 Shortcut 2KE
@ Windows Firewall with Advanced Security  8/22/2073 14:45 Shortcut 2KB
8/22/2013 14:52 Shortcut

Windows Memory Diagnostic

25 items 1item selected 1.12 KB

Right-click Client for NFS, choose Properties, change the transport protocol
to TCP, and select Use hard mounts, as shown in Figure 4-6 and Figure 4-7.

Figure 4-6 Services for NFS

25 File Action View Window Help

= 5= H

@ Services for NFS MName

M Client for NFS

=

$ Server for MFS = Server for NFS
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Figure 4-7 Client for NFS properties
Client for NFS Properties (2 %]

Client Settings | File Permissions | Security |

Metwork protocol

Select the transport protocol(s) Client for NFS will use to connect to
MF5 servers.

Transport protocol(s): = -

Default mount type

Spedfy the default mount type for mapping a drive letter to an MFS
share. Soft mounts will retry connections a fixed number times and
hard mounts will retry connections indefinitely.

" Use soft mounts

Mumber of times to retry: | _|:|

{* |se hard mounts

Spedfy the interval between connection retries of both hard and soft
mounted MFS shares,

Retry interval: 3 _|:| seconds

Restore Defaults

|

| 0K || Cancel ‘ Apply

Step 5 Run the following command in the Command Prompt of the Windows Server 2012
(X is the drive letter of the free disk). Select the ECS that is in the same VPC as the
file system to mount the file system.

(11 NOTE

e Free drive letter of the disk: A drive letter that is not in use, such as drive letter E or X.

You can move the cursor to the mount point and click ' next to the mount point
to copy the mount point. If the information shown in Figure 4-8 is displayed, the
mounting is successful.
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Figure 4-8 Running the command

= Administrator: C\Windows\system32\cmd.exe

lserssAdministrator>mount —o nolock sfs-nasl com:/sh
re-65e35hf8 X:

: iz now successfully connected to sfs—nasi. .com:/share
65e35hf8

he command completed successfully.

MzerssAdninistrator

Step 6 After the file system is mounted successfully, you can view the mounted file
system on the This PC window, as shown in Figure 4-9.

If the mounting fails or times out, rectify the fault by referring to
Troubleshooting.

Figure 4-9 Successful mounting

1 | = | This PC =] x
“ Computer View 9
[y This PC v & | | search This PC 2 |
[ Favorites 4 Folders (B)
B Desktop e
& Downloads E Desktop | & Documents
=| Recent places
/8 This PC |} Downloads |4r‘ Music
M Network ; Pictures ﬁ Videos
4 Devices and drives (1)
Local Disk (C:)
== I
S 7.4 GB free of 30.6 GB
4 Network locations (1)
share-3585ba2d
e (\\sfs-nasi
—
8 items == =
(1 NOTE

To distinguish different file systems mounted on an ECS, you can rename file systems by
right-clicking a file system and choose Rename.

--—-End
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4.3 Mounting an SFS Turbo File System to Windows

Constraints

After creating a file system, you need to mount it to cloud servers so that they can
share the file system.

This section uses Windows Server 2019 as an example to describe how to mount
an SMB SFS Turbo file system to ECSs.

(11 NOTE

You need to submit a service ticket to apply for using the SMB protocol.
Operations on BMSs are the same as those on .

To simply mount a file system, see Mounting an SMB File System in Windows.

To mount a file system as an Active Directory (AD) domain user, perform the
following steps:

Step 1: Adding an SMB File System to an AD Domain

Step 2: Mounting and Using an SMB File System on a Windows ECS as an AD
Domain User

Step 3: Managing ACLs of an SMB File System

Constraint Description

File system functions SMB file systems do not support OBS or NAS
storage backends.

A file system can use either NFS or SMB. It
cannot use both protocols.

When restoring data from a file system backup,
the file system protocol cannot be changed. In
another word, a backup of an NFS file system
cannot be used to create an SMB file system,
and a backup of an SMB file system cannot be
used to create an NFS file system.

SMB file systems do not support multi-VPC
access.
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Constraint

Description

SMB protocol functions

e Extended attributes are not supported.

e |OCTL or FSCTL operations such as sparse
files, file compression, NIC status queries, and
reparse points are not supported.

e Alternate data streams (ADS) are not
supported.

e LDAP authentication is not supported.

e Direct, SMB Multichannel, and SMB Directory
Leasing are not supported.

e Change Notify is not supported.

e Symbolic links and hard links are not
supported.

e Locks (including OpLock, OpenLock, BRL, and
Lease) and Persistent File Handle are not
supported.

SMB protocol version

SMB 2.0, SMB 2.1, and SMB 3.0 are supported.

SMB client

On all compute nodes to which a file system is
mounted and for all users who use the shared
file system, a specific file or directory can have
up to 10,000 active file handles.

Mounting an SMB File System in Windows

Step 1 Prepare the environment. Perform this step only once on each Windows ECS
where you want to mount the file system. Do not perform it for each mount.

1. Enable the Workstation service. Normally, Workstation is enabled by default.

a. Choose All Programs > Accessories > Run or press Win+R and then

enter services.msc to access the local services.

Find Workstation and check that its status is Running and startup type is

Automatic.
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Figure 4-10 Services (Local) > Workstation

. Services (Local)
Workstation
Stop the service

Pause the service
Restart the service

Description:

Creates and maintains client network
connections to remote servers using
the SME protocel. If this service is
stopped, these connections will be
unavailable. If this service is disabled,
any services that explicitly depend on
it will fail to start.

Marne

£ System Guard Runtime Mo...
. Task Scheduler

L TCP/IP NetBIOS Helper

: Telephony

h. Themes

. Time Broker

%: Touch Keyboard and Hand...
% uniagentdservice

. Update Orchestrator Service
% UPnP Device Host

.. User Access Logging Service
. User Data Access_Teela

. User Data Storage_Teela

. User Manager

. User Profile Service
. Virtual Disk
wvm-agent

%.VMTools Daemon Service

. Velume Shadow Copy

i, WalletService

EWarplITSve

. Web Account Manager

% Windows Audio

% Windows Audio Endpoint B...
% Windows Biometric Service
f.Windows Camera Frame 5e..,

i Windows Defender Advanc...
% Windows Defender Antiviru...
i Windows Defender Antiviru..,
i. Windows Defender Firewall

% Windows Event Collector

h. Windows Event Log

% Windows Font Cache Service
k. Windows Image Acquisitio..,
% Windows Insider Service
h.Windows Installer

i. Windows License Manager ...
% Windows Licensing Menito..,
l. Windows Management Inst...
% Windows Media Player Net...
% Windows Mobile Hotspot 5...
% Windows Medules Installer

f. Windows Push Notification..,
% Windows Push Notification...

% Windows Remote Manage...
% Windows Search

i: Windows Security Service

% Windows Time

f. Windows Update

% Windows Update Medic Ser...
LWInHTTP Web Proxy Auto-...
% Wired AuteConfig

WM Perfermance Adapter
'Workstation

£5: 401 45 551 45 45 45 45 40 0 0 40 40 45 45 0 45 45 45 401 45 0 45 45 4B 45 45 45 45 45k 451 45 40 45 45 45k 45 46 45 40 5k 0 40 40 4 5 0 45 40 48 B 45 40 45 B 4B 45

. User Experience Virtualizatio...

% Windows Connection Mana...

% Windews Encryption Provid...
f. Windows Error Reporting Se...

% Windows PushTolnstall Serv...

Description

Monitors an...
Enables a us...
Provides su...
Provides Tel...
Provides us...
Coordinates...
Enables Tou...

uniagentd

Manages W...
Allows UPn...
This service ...
Provides ap...
Handles sto...
Provides su...
User Manag...
This service ...
Provides m...

Enables inte...
VMTools Da...
Manages an...
Hosts objec...
Provides a Jl...
This service ...
Manages au...
Manages au...
The Windo...

Enables mul...
Makes auto...
Windows D...
Helps guard...
Helps prote..,
Windows D...
Windows E...

Allows error...
This service ...
This service ...
Optimizes p...
Provides im...
Provides inf...
Adds, modi...
Provides inf...
This service ...

Providesa ...

Shares Win...

Provides th...
Enables inst...
This service ...
This service ...
Provides inf...
Windows R...
Provides co...
Windows Se...
Maintains d...
Enables the ...
Enables rem...

WinHTTP i...
The Wired ...

Provides pe...
Creates and...

Status

Running

Running

Running
Running
Running
Running

Running

Running
Running

Running

Running

Running

Running
Running

Running

Running

Running

Running
Running
Running

Running

Running

Running
Running
Running
Running
Running

Running

Running

Running

Startup Type
Manual

Automatic

Manual (Trig...

Manual

Automatic

Manual (Trig...
Manual (Trig...

Automatic

Automatic (D...

Disabled

Automatic (D...

Manual
Manual
Disabled

Automatic (T...

Automatic
Manual
Automatic
Automatic
Manual

Manual

Manual (Trig...

Manual
Manual

Manual

Manual (Trig...
Manual (Trig...
Automatic (T...

Manual
Manual
Automatic

Automatic

Manual (Trig...
Manual (Trig...

Manual
Automatic
Automatic

Manual

Manual (Trig...

Manual

Manual (Trig...

Automatic
Automatic

Manual

Manual (Trig...

Manual
Automatic

Automatic

Manual (Trig...

Automatic
Disabled

Manual

Automatic (T...
Manual (Trig...

Manual
Manual
Manual
Manual
Automatic

Log On As
Local Syste...
Local Syste...
Local Service
Network 5.,
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Service
Local Syste...
Local Service
Local Syste...
Local Service
Local Service
Local Syste...
Network 5.,
Local Service
Local Service
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Network 5.,
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Network S...

Enable TCP/IP NetBIOS Helper. Normally, TCP/IP NetBIOS Helper is enabled by

default.

a. Open Network and Sharing Center and click the network that the ECS is

connected to.

b. Click Properties. On the displayed page, double-click Internet Protocol

Version 4 (TCP/IPv4). Then, click Advanced.

¢. In the displayed dialog box, choose WINS > Enable NetBIOS over

TCP/IP, and click OK.
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Figure 4-11 Enable NetBIOS over TCP/IP

Advanced TCP/IP Settings >

IP Settings DNS  WINS

WINS addresses, in order of use:

Add... Edit... Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP is enabled.

Enable LMHOSTS lookup Import LMHOSTS. ..

MetBIOS setling

() Default:

Ise NetBIOS setting from the DHCP server., If static IP address
is used or the DHCP server does not provide MetBIOS setting,
enable MetBIOS over TCP/IP.

(®) Enable NetBIOS over TCP/IP
(") Disable NetBIOS over TCP/IP

Cancel

d. Choose All Programs > Accessories > Run or press Win+R and then
enter services.msc to access the local services.

e. Find TCP/IP NetBIOS Helper and check that its status is Running and
startup type is Automatic.

Figure 4-12 Services (Local) > TCP/IP NetBIOS Helper

. Services (Local)
~

TCP/IP NetBIOS Helper Name Description Status Startup Type Log On As
-.‘,'\) State Repository Service Provides re..  Running  Manual Local Syste...
- fre enace G Still Image Acquisition Events Launches a... Manual Local Syste...
Bestart the service i 9 9 ¥
\S‘g‘; Storage Service Provides en.. Running  Manual (Trig..  Local Syste..
' Storage Tiers Management  Optimizes t... Manual Local Syste...
EESU‘;F'tiU"i for the NetBIOS £ SysMain Maintains a.. Running  Automatic Local Syste...
rovides support for the Netl = . . .
over TCP/IP (NetBT) service and »_,) System Event Notification 5... Monitors sy.. Running  Automatic Local Syste...
NetBIOS name resclution for clients {,) System Events Broker Coordinates.. Running Automatic (T.. Local Syste..
on the network, therefore enabling ‘&% System Guard Runtime Mo... Menitors an... Manual Local Syste...
tusiLStO:tT’EI:III?Stfhprlnn and log on : Task Scheduler Enables a us.. Running _Automatic Local Syste...
s:op::d, th:;e‘mm;;:;“;iZEt be P/IP NetBIOS Helper Provides su.._ Running _ Autometic T..._Local Senvice
unavailable. If this service is disabled, : Telephony Pravides Tel... Manual Network 5.,
any services that explicitly depend on  ICk Themes Provides us.. Running  Automatic Local Syste...
it will fail to start. Q:Tlme Broker Coordinates... Running  Manual (Trig... Local Service
Q;Touch Keyboard and Hand... Enzbles Tou.. Running Manual (Trig... Local Syste...
\Séguniagentdsemce uniagentd Running  Automatic Local Syste...
{,}‘;Update Qrchestrator Service  Manages W... Running  Automatic (D.. Local Syste..
£ UPnP Device Host Allows UPn... Disabled Local Service
-.‘,'é;User Access Logging Service  This service ...  Running  Automatic (D... Local Syste...
Q;User Data Access_6223b Provides ap... Manual Local Syste...
Q;User Data Storage_6223b Handles sto... Manual Local Syste..

Step 2 Mount the SMB file system.
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Open Command Prompt and run the following command to mount the SMB

file system:

#Guest authentication

net use X: \\huawei.com\share

#Anonymous authentication

net use X: \\huawei.com\share "" /user:

#AD domain authentication

net use X: \\huawei.com\share PASSWORD /user: example.com\USERNAME

Table 4-3 Mount parameters

Parameter Description

X The drive letter on the Windows OS to be used for
mount. If letter X has been used or there are
multiple mounted NAS file systems, use another
letter.

huawei.com The mount address automatically generated when
you create an SMB file system. Replace it with the
actual address.

share The name of the SMB file system, which cannot be
changed.

example.com The domain name of the AD domain server.

USERNAME The name of the AD domain user.

PASSWORD The password of the AD domain user.

(1 NOTE

Guest authentication and anonymous authentication are only used when the file
system is not added to a domain. If the file system is added to a domain, unmount the
current mount and use AD domain authentication. If the file system is then removed
from the domain, unmount the mount and wait for about 30 seconds before
mounting it again. Anonymous authentication is recommended then.

Check that the file system has been mounted.

net use

If information similar to Figure 4-13 is returned, the file system has been
mounted. You can read data from or write data to the SMB file system on the
ECS.

trator>net use
will be remembered.

Local Remote Network

rosoft Windows Network
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3. Unmount as needed.
#Unmounting a specific mount
net use X: /del
#Unmounting all mounts
net use * /del

Figure 4-14 Unmount command

Remote Network

rosoft Windows Network

e no entries in the list.
----End

Adding an SMB File System to an AD Domain

Step 1 Set up an AD domain server. A Windows ECS that is in the same VPC as the SMB
file system is required. In this example, a server running Windows Server 2019

Standard Edition is used as an example.

1. Log in to the Windows ECS.

2. In the search box in the lower left corner of the desktop, search for Server

Manager to open Server Manager.
3. Choose Dashboard > Add roles and features.

Figure 4-15 Add roles and features

i Server Manager

Server Manager * Dashboard
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4. On the Add Roles and Features Wizard, choose Installation Type > Role-
based or feature-based installation and click Next. Then, choose Server
Selection > Select a server from the server pool and click Next.

Figure 4-16 Selecting Role-based or feature-based installation

= Add Roles and Features Wizard

Select installation type

- O X

DESTINATION SERVER
oeCele

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Mext > Insta Cancel

Figure 4-17 Selecting Select a server from the server pool

&z Add Roles and Features Wizard

- O X

DESTINATION SERVER

Select destination server e

Before You Begin

Installation Type

Server Selection

Server Rolas

Select a server or a virtual hard disk on which to install roles and features.

(@) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | MNext = | Insta Cancel

5. Select Active Directory Domain Services, click Next, and then click Install.
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Figure 4-18 Selecting Active Directory Domain Services

& Add Roles and Features Wizard — O x

DESTINATION SERVER

Select server roles Ry

Before You Begin Select one or more roles to install on the selected server.

Installation Typs Roles Description
[] Active Directory Certificate Services ) Active Director):' Domair? Services
e Das oy Do Seaice {AD DS) stores information about

objects on the network and makes

[] Active Directory Federation Services £ . -
this information available to users

[] Active Directory Lightweight Directory Services

AD DS [] Active Directory Rights Management Services and network administrators, fQD Ds

- . ] Device Health Attestation uses domain contrellers to give

Confimaticy [] DHCP Server network users access to permitted
[C] DNS Server resources anywhere on the network
[] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[] Web Server (1IS)

[] Windows Deployment Services

[] Windows Server Update Services

| < Previous | | Next > Install

Figure 4-19 Confirm installation selections

B Add Roles and Features Wizard — O X

DESTINATION SERVER

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Toals
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Next > | Install | ‘ Cancel |

6. After the installation is complete, click the task icon in the upper right corner
of Server Manager and click Promote this server to a domain controller.
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Figure 4-20 Server Manager > Promote this server to a domain controller

o SenerMiansger - o x

Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

. @ configure this local server
@ 00 g
W& File and Storage Services b |QUICK START

WHATS NEW.

LEARN MORE

ROLES AF GROUPS
Role:

Manageability

In the window of Active Directory Domain Services Configuration Wizard,
choose Deployment Configuration > Add a new forest and enter the
domain name in the Root domain name text box.

Figure 4-21 Add a new forest

f= Active Directory Domain Services Configuration Wizard — O X
- - TARGET SERVER
Deployment Configuration R

Deployment Configuration )

Select the deployment operation
omain Controller Options i o .
B ) (_) Add a domain controller to an existing domain
Additionz| Opfions (O Add a new domain to an existing forest

Paths ® Add a new forest

Specify the domain information for this operation

Root domain name: cifsserver.com

More about deployment configurations

Choose Domain Controller Options > Doman Name System (DNS) server,
configure Type the Directory Services Restore Mode (DSRM) password,
and click Next until the Paths tab is displayed. Select the AD domain data
and log folders.
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Figure 4-22 Configuring Type the Directory Services Restore Mode (DSRM)
password

f= Active Directory Domain Services Configuration Wizard — O *

TARGET SERVER

Domain Controller Options periieu

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

- . Forest functional level: Windows Server 2016 V
DNS Options
Additional Cotions Domain functional level: Windows Server 2016 ~

Specify domain contreller capabilities

Domain Name System (DNS) server
Prerequisites Chack | Global Catalog (GC)
Bead only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password: ssesssss

Confirm password: |ooooooo-|

More about demain controller options

| < Previous | | Next » | Insta Cancel

Figure 4-23 Selecting the AD domain data and log folders

f= Active Directory Domain Services Configuration Wizard _ O %
Paths TARGET SERVER
b5

Deployment Configuration . . )
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

DNS Optio Database folder: CAWindows\NTDS |I|
N3 s tons

Additional Options Log files folder. C:\Windows\NTDS |I|
B

Review Cptions

Prereguisites Chack

More about Active Directory paths

| < Previous | | MNext » | Insta Cancel

9. Click Next on the Review Options tab, complete the prerequisites check, and
click Install. After the installation is complete, restart the environment where
the AD domain server is located. In this example, restart the ECS.
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Figure 4-24 Installing the AD domain services

[z Active Directory Domain Services Configuration Wizard — ] *

. TARGET SERVER
Prerequisites Check

| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare » |

Deployment Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DS Options Rerun prerequisites check

Additional Cptions
paths @ View results
! Windows Server 2019 domain controllers have a default for the security setting named

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751),

! This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both |Pv4 and IPv6 are enabled for a network
adapter, both [Pv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment

should be done to all the physical network adapters for reliable Domain Name System

1, [ you click Install, the server automatically reboots at the end of the promotion operation.

< Previous Mext = Install | | Cancel

Step 2 Add the file system to the AD domain.
e The process of joining a domain is as follows:

a. Login to the SFS console.

b. In the SFS Turbo file system list, find the file system you want to add to a
domain and click its name to go to its details page.

c. On the Active Directory Configuration tab, click Join Domain.

Figure 4-25 Active Directory Configuration

DNS Server P Address status System Name Operation

d. Enter the Active Directory configuration information.
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Figure 4-26 Entering configuration information

b4

Active Directory Configuration

0 Before configuration, ensure that no applicafion is accessing this file system_Any )4

access request to this file system during the configuration may receive an error
MEessage.
Join AD Domain
# Active Directory Domain Mame example.com
# DMS Server IP Address
® Add

# Service Account Username
# Service Account Password &
Domain Information
% System Name @

Owverwrite System Name Enable @

Crganizational Unit

Ty
(
|\ Cancel _/’I DK
Table 4-4 Parameters required for joining an AD domain
Parameter Description
Active Directory Domain Name The name of the AD domain, for
example, example.com.
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Parameter Description

DNS Server IP Address The IP address of the DNS server
that resolves the domain name.
You can click + to add an
alternative DNS server IP address.
A maximum of three IP addresses
can be added.

Service Account Username The administrator account of the
AD domain server, for example,
administrator.

Service Account Password The password of the AD domain
server administrator account.

System Name The unique name of the file
system in the AD domain server. If
a duplicate name is specified, the
file system cannot be added to
the domain.

Overwrite System Name Once enabled, if there is a file
system with the same name in the
domain controller, the file system
you specify will overwrite the one
in the domain controller.

Organizational Unit The unit of the AD domain server
that the file system is added to. If
not specified, the file system is
added to the Computers unit, for
example,
cn=Computers,dc=example,dc=c
om.

e. Wait a few seconds and you can see the Active Directory domain name,
DNS server IP address, status, and system name.

Figure 4-27 Domain joined successfully

The process of leaving a domain is as follows:

a. Locate the domain that the file system has joined and click Leave
Domain in the Operation column.

Figure 4-28 Leave Domain button
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b. Enter the username and password of the AD domain account, and click
OK.

Figure 4-29 Page for entering the username and password to leave the
domain

Leave Domain

Enter the service account usemame and password. Once canfirmed, will leave the AD
domain, which may result in access failures

S b
* SEMVICE ACCOUNT Usemame [ ]

# Service Account Password

|/- -\u
|  Cancel )
L A

¢. Check that the AD domain disappears from the Active Directory
Configuration page.

Figure 4-30 Domain left successfully

‘‘‘‘‘‘

--—-End

Mounting and Using an SMB File System on a Windows ECS as an AD
Domain User

This part describes how to mount an SMB file system as an AD domain user in
Windows, how to access the SMB file system as an AD domain user, and how to
view and edit the ACL of a file or directory.

Prerequisites: The SMB file system has been added to the AD domain by referring
to Adding an SMB File System to an AD Domain.

Method 1: Adding a Windows ECS to an AD Domain and Mounting the SMB
File System

The following example uses Windows Server 2019 as an example to describe how
to add a Windows ECS to an AD domain and mount an SMB file system.

Step 1 Configure the DNS server address on the Windows ECS.

1. Log in to the Windows ECS.
2. In the lower left corner of the desktop, click Start.
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9.

On the Start menu bar, click Control Panel.

In the Control Panel, choose Network & Internet > Network and Sharing
Center.

Under View your active networks, click Ethernet.
In the displayed dialog box, click Properties.

Under This connection uses the following items, select Internet Protocol
Version 4 (TCP/IPv4) and click Properties.

In the displayed dialog box, click Use the following DNS server addresses
and enter the IP address of the AD domain server.
Figure 4-31 Configuring the DNS server IP address

Internet Protocol Version 4 (TCP/IPvwd) Properties *

General  Alternate Configuration

You can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

{®) Cbtain an IF address automatically
(") Use the following IP address:

(") Obtain DMS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: e e e e

Alternate DMS server;

[]validate settings upon exit Advanced. ..

Cancel

Open Command Prompt and ping the AD domain name to check the
connectivity between the Windows ECS and the AD domain.
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Figure 4-32 Running the ping command

Administrator>pir

om [1

ply from
ply from
ply fro

ems, Av

Step 2 Add the Windows ECS to the AD domain.

1. In the Control Panel, choose System and Security > System.

2. In the Computer name, domain, and workgroup settings area, click Change
settings.

3. In the System Properties dialog box, click Change.
4. In the Computer Name/Domain Changes dialog box, enter the name of the

AD domain. Then, click OK.
Figure 4-33 Computer Name/Domain Changes dialog box

Computer Name/Domain Changes by

fou can change the name and the membership of this
computer. Changes might affect access to network resounces.

Computer name:

Full computer name:

L

Mare...

Member of
i®) Domain:
||:ifssewer.|:-:nm|

i) Workgroup:

WORKSROLUP
hiRanl U

Cancel

5. Restart the Windows ECS for the configuration to take effect.
Step 3 Mount the SMB file system.

Log in to the Windows ECS as an AD domain user and run the following
command to mount the SMB file system:

net use X: \\huawei.com\share /user:example.com\USERNAME PASSWORD
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Table 4-5 Parameters required for mounting an SMB file system

Parameter Description

huawei.com The mount address automatically generated when

you create an SMB file system. Replace it with the
actual address.

share The name of the SMB file system, which cannot be
changed.
example.com The domain name of the AD domain server.
USERNAME The name of the AD domain user.
PASSWORD The password of the AD domain user.
----End

Method 2: Connecting a Windows ECS to the AD Domain Server and
Mounting the SMB File System

The following example uses Windows Server 2019 as an example to describe how
to connect a Windows ECS to an AD domain and mount an SMB file system.

Step 1 Configure the DNS server address on the Windows ECS.

1.

2.
3.
4

Log in to the Windows ECS.
In the lower left corner of the desktop, click Start.
On the Start menu bar, click Control Panel.

In the Control Panel, choose Network & Internet > Network and Sharing
Center.

Under View your active networks, click Ethernet.
In the displayed dialog box, click Properties.

Under This connection uses the following items, select Internet Protocol
Version 4 (TCP/IPv4) and click Properties.

In the displayed dialog box, click Use the following DNS server addresses
and enter the IP address of the AD domain server.
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Figure 4-34 Configuring the DNS server IP address

Internet Protocol Version 4 (TCP/IPvd) Properties

General  Alternate Configuration

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

(7) Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ ] validate settings upon exit Advanced...

QK Cancel

9. Open Command Prompt and ping the AD domain name to check the
connectivity between the Windows ECS and the AD domain.
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Figure 4-35 Running the ping command

of data:

@ms, Maximum =

Step 2 Mount the SMB file system.

Log in to the Windows ECS as an AD domain user and run the following
command to mount the SMB file system:

net use X: \\huawei.com\share /user:example.com\USERNAME PASSWORD

Table 4-6 Parameters required for mounting an SMB file system

Parameter Description

huawei.com The mount address automatically generated when
you create an SMB file system. Replace it with the
actual address.

share The name of the SMB file system, which cannot
be changed.
example.com The domain name of the AD domain server.
USERNAME The name of the AD domain user.
PASSWORD The password of the AD domain user.
----End

Managing ACLs of an SMB File System

After you enabled the ACL function and mount an SMB file system as an AD
domain user, you can view or edit the ACL of a file or directory using the following
methods:

Method 1: Using the mklink Command Line Tool

You can use the mklink command line tool to create a symbolic link for the
mounted SMB file system on a Windows local disk to view or edit the ACLs of files
or directories.

Step 1 Log in to the Windows ECS.
Step 2 Enter Command Prompt in the search box and open Command Prompt.

Step 3 Run the following command to create a file system mapping:
mklink /D C:\myshare \\huawei.com\share
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Table 4-7 Parameter description

Parameter

Description

C:\myshare

The path of the symbolic link.

\\huawei.com\share

The shared path of the SMB file
system.

Step 4 After the file system is mapped to a local disk, you can view or edit the ACLs of
files or directories on the local disk. For details, see "Method 2: Using Windows

File Explorer."

(11 NOTE

If you are a non-administrator user who does not have permissions to perform this
operation. Perform the next step to obtain the permissions.

Step 5 Grant a non-administrator user the permissions to use the symbolic link. Skip this

step if you are the system administrator.

1. Log in to the Windows ECS as the system administrator.
2. Open the search bar and run secpol.msc.
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Figure 4-36 Searching for and running secpol.msc
[0
Best match

;' secpol.msc
=3

Microsoft Common Console Document

L secpol.msc

3. In the Local Security Policy dialog box, choose Local Policies > User Rights
Assignment and add the user to Create symbolic links group policy.
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Figure 4-37 Local Security Policy dialog box

54 Local Security Policy — O
File Action View Help
> 2@ XE= H
Fy Security Settings Palicy - Security Setting
li Create global objects LOCAL SERVICE NETWO..,

4 Account Policies
_a Audit Policy
“4 Security Options
| Windows Defender Firewall with Adwvz
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
.g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

Create permanent shared ohjects

- Debug programs

\2iy) Deny access to this computer from the network
\ziy) Deny log on as a batch job

12y Deny log on as a service

lziy) Deny log on locally

lziz) Deny log on through Remote Desktop Services

(=4 Force shutdown from a remote system
= Generate security audits

15y Impersonate a client after authentication
.,_“Increasea process working set

A Increase scheduling prierity

|59 Load and unload device drivers

l) Lock pages in memory

|54 Log on as a batch job

lZy Log on as a service

53 Manage auditing and security log

l) Modify an object label

Eﬂ Modify firmware environment values

(htain an imnercnnatinn tnken for annther ncer in the came

:EE:' Enable computer and user accounts to be trusted for delega...

Administrators

Administrators

Administrators, Server O...
LOCAL SERVICE NETWO...
LOCAL SERVICE NETWO...

Users

Administrators, Window ...
Administrators,Print Op...

Administrators,Backup ...
cloudbase-init, MNT SERVI...

Administrators

Administrators
Adminictratnre
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Figure 4-38 Add User or Group

Create symibolic links Properties ? =

Local Secunty Setting  Explain

jl Create symbolic links

Administrators

Add User ar Group... Remove

Concal | | osh

----End
Method 2: Using Windows File Explorer

You can create a symbolic link for the SMB file system on a Windows local disk
and view or edit the ACLs of files or directories in Windows File Explorer.

Step 1 Find the target file or directory and right-click Properties from the shortcut menu.
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Figure 4-39 Choosing Properties

Narne Date modified Type Size
dir 1/23/202510:31 AM  File folder
D file 1/23/202510:51 AM  Text Documen aen
Open
Print
Edit

g Edit with Notepad++
& Editwith Vim

|# Share
Open with >
B winRar b
Restore previous versions
Send to >
Cut
Copy

Create shortcut
Delete

Rename

| Properties I

Step 2 In the displayed dialog box, click the Security tab and then click Edit.

Figure 4-40 Selecting Edit

| file Properties X

General Securty Details  Previous Versions

Object name:  X:\123ile bt

GI’CIIJP ar User Nnames:

SR SYSTEM
SR Administrators (\Administrators)

To change permissions, click Edit. Edit

Pemissions for Everyone Allow Deny

Full control

Modify

Read & execute
Read

Write

Special pemissions

For special pemmissions or advanced settings. Advanced
click Advanced.

Corcal | | ool
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Step 3 In the displayed dialog box, click Add and enter information as prompted.

Figure 4-41 Permissions dialog box

Permissicns for file X

Security
Object name:  C:\myshare'‘test"file b

IEI'I:}IIJII:I ar User names:

[Eveore

2 SYSTEM
SR Administrators e ema et e e ama . Acdministrators)

Add... Remove
Pemissions for Evenyone Allow Deny
Full control []
Modify []
Read & execute []
Read []
Write |:| L]
OK Cancel Apply
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Figure 4-42 Entering information

Select Users, Computers, Service Accounts, or Groups *

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From thig location:

|c'rfsser‘uer.cum | Locations...

Enter the object names to select (examples):

| Check MNames

Advanced... QK Cancel
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(11 NOTE

1. When using Windows File Explorer to view an SMB file system, if you need to revert a
disk path, use the Back button (marked with 1 in the following figure) or the Up button
(marked with 2 in the following figure). Do not select a part of a path (marked with 3
in the following figure) to revert.

Figure 4-43 Reverting a local disk path

[ || = | myshare - o x

“ Hame Share View [7]
<[2] ] +[TiePC + Local Dk (C) > myshare [0 [ search myshare
1 2 Name 3 Date modified Type Size

2. When using Windows File Explorer to access and use an SMB file system, the SMB file
system is not added to the AD domain of the user. If you access the file system using
the network path \\huawei.com\share instead of the local disk path C:\myshare, you
will fail to configure ACLs because the system cannot determine whether the file system
is added to the domain due to unavailable function.

Figure 4-44 Unable to determine whether the computer is added to the domain

Permissions for test .

whether the computer named " psaseeeames" is joined to & domain. Close this

6 The program cannot open the required dialog box because it cannot detemine
[ |
- message, and try again.

Figure 4-45 Incorrect function

Windows Security x

@ Unable to display the user selection dialag.

Incarrect function.

/A\ CAUTION

Modifying C:\myshare permissions using Windows File Explorer will not modify
the permissions of the file system root directory. To modify the permissions on the
root directory, use the Set-Acl Powershell or icacls command.

----End
Method 3: Using the icacls Command

Icacls is a Windows command-line utility that you can use to check or view the
ACLs on files or directories.
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(11 NOTE

Do not modify the ACL of the root directory. Otherwise, the file system may fail to be
accessed.

If the ACL of the root directory is maliciously deleted, run the following commands to
restore the ACL. X:\ is the drive letter used for mount. If the ACL cannot be edited or root
directory cannot be accessed because the everyone permissions are deleted, you need to
restore the everyone permissions of the root directory as a super user or AD domain
administrator.

icacls X:\ /grant BUILTIN\Administrators:(Ol) (CI) (F)
icacls X:\ /grant "CREATOR OWNER":(OI)(CI) (I0)(F)
icacls X:\ /grant "NT AUTHORITY\SYSTEM":(OI) (Cl)(F)
icacls X:\ /grant  Everyone:(F)

Examples of editing an ACL are as follows:

#Obtaining the control permission list of the X: directory (the read permission of the directory is required)
icacls X:

#Granting the full control permissions to the user

icacls X: /grant <Username>: (F)

#Granting the full control permissions to the administrator

icacls X: /grant administrator:(F)

#Deleting all permissions of the user

icacls X: /remove <Username>

#Deleting all permissions of everyone

icacls X: /remove everyone

Step 1 Log in to the Windows ECS.
Step 2 Enter Command Prompt in the search box and open Command Prompt.

Step 3 Configure the ACL permissions of the file.

Figure 4-46 Configuring the ACL permissions of the file

s\Administrator»icacls X:

CREATOR OWMNER

fully processed 1 files; Failed processing & files

rator>icacls X: /grant administrator:(F)

Failed processing 8 files

e
= -
cls X:

MT AUTHOR
BUILTINMA
CREATOR OWMER

Step 4 Remove the ACL permissions of a user.
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Figure 4-47 Removing the ACL permissions of a user

Everyone: (
NT AUTHORIT
BUILTINY
CREATOR

Failed processing 8 files

1s X: /remove administrator

Failed processing @ files

BUTLTIN
CREATOR

----End
Method 4: Using PowerShell
Step 1 Log in to the Windows ECS.
Step 2 In the search box, enter Windows PowerShell to open Windows PowerShell.

Step 3 Check the file ACL permissions.

#Get properties
$value = Get-Acl -Path "X:"
$value.Access
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Figure 4-48 Checking ACLs using PowerShell

EN¥ Administrator: Windows PowerShell — m} X

ectInherit

dministrator> .

Step 4 Configure the ACL permissions of the file.

#Set properties

$identity = "Administrator"

$fileSystemRights = "FullControl"

$type = "Allow"

# Create new rule

$fileSystemAccessRuleArgumentList = $identity, $fileSystemRights, $type
$fileSystemAccessRule = New-Object -TypeName System.Security.AccessControl.FileSystemAccessRule -
ArgumentList

$fileSystemAccessRuleArgumentList

# Apply new rule

$value.SetAccessRule($fileSystemAccessRule)

$value.Access

#Set ACL

Set-Acl $value -Path "X:"
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Fal
None

WNER

Inherit, ObjectInherit

jectInherit

FullControl
Allow
BUILTIN

/\ CAUTION

Configure appropriate permissions for the file system root directory when creating
the file system. Or, due to the permissions inheritance, you may need to separately
modify the permissions of subdirectories and files after modifying the root
directory permissions.

--—-End

4.4 Mounting a File System Automatically

File system mount information may be lost after a server is restarted. You can
configure auto mount on the server to avoid losing the mount information.

Restrictions

Because service startup sequences in different OSs vary, some servers running
CentOS may not support the following auto mount plans. In this case, manually
mount the file system.

Procedure (Linux)

Step 1 Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
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Step 2
Step 3

Step 4

Step 5

Step 6

2. Choose Compute > Elastic Cloud Server to go to the ECS console.
Log in to the ECS as user root.
Run the vi /etc/fstab command to edit the /etc/fstab file.

At the end of the file, add the file system information, for example:
Mount point /local_path nfs vers=3,timeo=600,nolock 0 0

Replace Mount point and /local_path with actual values. You can obtain the
mount point from the Mount Address column of the file system. Each record in
the /etc/fstab file corresponds to a mount. Each record has six fields, as described
in Field Description.

NOTICE

For optimal system performance, configure file system information based on the
previous example configuration. If needed, you can customize part of mount
parameters. However, the customization may affect system performance.

Press Esc, input :wq, and press Enter to save and exit.

After the preceding configurations are complete, the system reads mount
information from the /etc/fstab file to automatically mount the file system when
the ECS restarts.

(Optional) Run the following command to view the updated content of the /etc/
fstab file:

cat /etc/fstab

If auto mount fails due to a network issue, add the sleep option and a time in
front of the mount command in the rc.local file, and mount the file system after
the NFS service is started.

sleep 10s && sudo mount -t nfs -0 vers=3,timeo=600,noresvport,nolock,tcp Mount point/local_path

--—-End

Field Description

Table 1 describes the mount fields.

Table 4-8 Field description

Field Description

Mount point | The mount point of the file system to be mounted. Set it to the
mount point in the mount command in 4.1 Mounting an NFS
File System to ECSs (Linux).

/local_path A directory created on the ECS used to mount the file system.
Set it to the local path in the mount command in 4.1
Mounting an NFS File System to ECSs (Linux).

nfs The file system or partition mount type. Set it to nfs.
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Field Description

vers=3,timeo= | Mount options, used to set mount parameters. Use commas (,)
600,nolock to separate between multiple options.

e vers: file system version. The value 3 indicates NFSv3.

e timeo: waiting time before the NFS client retransmits a
request. The unit is 0.1 second. The recommended value is
600.

e nolock: specifies whether to lock files on the server using
the NLM protocol.

0 Choose whether to back up file systems using the dump
command.

e 0: not to back up file systems

e An integer larger than 0: to back up file systems. A file
system with a smaller integer is checked earlier than that
with a larger integer.

0 Choose whether to check file systems using the fsck command
when the ECS is starting and specify the sequence for checking
file systems.

e 0: to check file systems

e By default, this field is set to 1 for the root directory
partition. Other partitions start from 2, and a partition with
a smaller integer is checked earlier than that with a larger

integer.

Procedure (Windows)

Step 1

Step 2
Step 3

Ensure that an NFS client has been installed on the target server before mounting.
This section uses Windows Server 2012 as an example to describe how to mount a
file system.

Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Choose Compute > Elastic Cloud Server to go to the ECS console.

Log in to the ECS.

Before mounting the file system, create a script named auto_mount.bat, save the
script to a local host, and record the save path. The script contains the following
content:

mount -o nolock mount point corresponding drive letter
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Figure 4-50 Saving the script

£ New Text Document - Notepad = = =

File Edit Format View Help

mount -t nfs -o vers=3,nolock A
El Save As J

T | B Desktop » W C,| | Search Desktop p |
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) ~ "~
- Favorites

B Desktop 13) Administrator

& Downloads

= Recent places 1 L This PC
=

1M This PC Cwr,
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| Documents i

4 Downloads Ci

o Music LL: Metwerk

=| Pictures

& Videos v lﬁ rmteal Manal hd

File name: | auto_mount.bat v|
Save as type: |AII Files v|
<

- =« Hide Folders Encoding:|ANSI v| | Save | | Cancel |

For example, the auto_mount.bat script of a file system contains the following
content:

(11 NOTE

e You can copy the mount command of the file system from the console.

e After the script is created, manually run the script in the Command Prompt to ensure
that the script can be executed successfully. If you can view the file system in This PC
after the script execution, the script can be executed properly.

e This .bat script cannot be stored in the same path in Step 4 that stores the .vbs file. In
this example, the .bat script is stored in C:\test\.

Step 4 Create a .txt file whose name is XXX.vbs and save the file to the directory C:\Users
\Administrator\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
\Startup. The file contains the following content:

set ws=WScript.CreateObject("WScript.Shell")
ws.Run "Local path and script name of the auto_mount.bat script [start", 0
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Figure 4-51 Creating .vbs file
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File name: | autostart.wbs

Save as type: |AII Files

Encoding: | ANSI

(11 NOTE

In this example, the local path of the auto_mount.bat script is C:\test\. Therefore, the

content in the .vbs file is as follows:

set ws=WScript.CreateObject("WScript.Shell")
ws.Run "C:\test\auto_mount.bat /start",0

Step 5 After the task is created, you can restart the ECS and check whether the

configuration is successful. After the configuration is successful, the file system
automatically appears in This PC.

--—-End
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Unmount a File System

If a file system is no longer used and needs to be deleted, you are advised to
unmount the file system and then delete it.
Prerequisites

Before unmounting a file system, stop the process and read/write operations.

Linux OS

Step 1 Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Choose Compute > Elastic Cloud Server to go to the ECS console.

Step 2 Log in to the ECS.
Step 3 Run the following command:
umount Local path

Local path. An ECS local directory where the file system is mounted, for example, /
local_path.

(11 NOTE

Before running the umount command, stop all read and write operations related to the file
system and exit from the local path. Or, the unmounting will fail.

--—-End

Windows OS

Step 1 Log in to the management console using a cloud account.

1. Log in to the management console and select a region and a project.
2. Under Computing, click Elastic Cloud Server to go to the ECS console.

Step 2 Log in to the ECS.

Step 3 Right-click the file system to be unmounted and choose Disconnect.
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Step 4

Figure 5-1 Unmounting
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If the file system disappears from the network location, it has been unmounted.

--—-End
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